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We recorded 28 ransomware attacks this month, with almost half occurring 
outside of the United States. Notable incidents included an attack on the San 
Francisco 49ers’ during Super Bowl weekend and an attack on KP Snacks, a well-
known UK snack food manufacturer. 
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Ransomware Trend by Month Key Trends

80% of all attacks
use PowerShell

83% of attacks
exfiltrate data

Average payout
US $322,168k
+63% from Q3/21
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Ransomware by Country
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Ransomware by Variant
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Ransomware by Industry Ransomware Exfiltration Country

Education

Manufacturing

Government

Services

Technology

Healthcare

Retail

Logistics

Finance

Other 3
2

3
5
5

7
7
7

8
8

ROW
63%

Iran
1%

Ukraine
1%

China
18%

Russia
17%

http://blackfog.com


Copyright © 2022 BlackFog, Inc. Key statistics compiled and collected by BlackFog from various sources including BlackFog Enterprise. May only be used with attribution link to blackfog.com

BlackFog Global Ransomware Report February 2022

Size of Organization Exfiltration Techniques

Attack Vectors2
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Methodology

• This report was generated in part from data collected by BlackFog Enterprise over the specified 
report period. It highlights significant events that prevented or reduced the risk of ransomware or 
a data breach and provides insights into global trends for benchmarking purposes. This report 
contains anonymized information about data movement across hundreds of organizations and 
should be used to assess risk associated with cybercrime. 

• Industry classifications are based upon the ICB classification for Supersector used by the New 
York Stock Exchange (NYSE). 

• All recorded events are based upon data exfiltration from the device endpoint across all major 
platforms. 

http://blackfog.com
https://www.blackfog.com/blackfog-enterprise/
https://stockinvesting.today/ma1611/article/sectors-and-industries-list

