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Average ransomware payment

US$220,298 +43% from Q4/20
ROW
17%India

3%

Brazil
3%

Netherlands
4%

Australia
4%

France
6%

Canada
7%

UK
15%

USA
40%

Ransomware by Country

Government

Services

Education

Manufacturing

Technology

Healthcare

Retail

Finance

Utilities

Other 5
2

3
7
7

9
10

17
19
19

Ransomware by Industry Key Trends

Copyright © 2021 BlackFog, Inc. Key statistics compiled and collected by BlackFog from various sources including BlackFog Enterprise. May only be used with attribution link to blackfog.com

0

10

20

30

40

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2020 Trend 2021

Ransomware Trend by MonthRansomware Exfiltration

$0

$75,000

$150,000

$225,000

$300,000

Q1-19 Q2-19 Q3-19 Q4-19 Q1-20 Q2-20 Q3-20 Q4-20 Q1-21

Average Ransom Payout1
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In April we uncovered a whopping 31 ransomware attacks, the busiest month of the year so far and up from just 12 in April 2020. The NBA made headlines 
when the Babuk gang revealed they had exfiltrated 500GBs of sensitive player data, while the REvil gang demanded $25 million from leading French 
pharmaceutical company Pierre Fabre and an attack on a Dutch logistics company caused a shortage of cheese in supermarkets in the Netherlands. 
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Threats by Variant Average Size of Organization

Ransomware Exfiltration Techniques
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Skewed by PrismHR
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• This report was generated in part from data collected by BlackFog Enterprise over the specified 
report period. It highlights significant events that prevented or reduced the risk of ransomware or 
a data breach and provides insights into global trends for benchmarking purposes. This report 
contains anonymized information about data movement across hundreds of organizations and 
should be used to assess risk associated with cybercrime. 

• Industry classifications are based upon the ICB classification for Supersector used by the New 
York Stock Exchange (NYSE). 

• All recorded events are based upon data exfiltration from the device endpoint across all major 
platforms. 
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